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Abstract 

With employees being still the weakest link in 

organizational information security, phishing studies 

are becoming increasingly important and are more 

frequently employed as a research method. Ensuring 

the validity of results often calls for the use of 

deception in phishing research. Yet, deception as a 

research practice has severe ethical implications: 

researchers and practitioners have to account for 

possible emotional harm and distress of participants. 

Unfortunately, empirical data to estimate this potential 

harm and distress is still rare. In an ongoing study, we 

are collecting quantitative and qualitative data on 

emotional and social effects on employees participating 

in an organizational phishing study. From this data, we 

will derive guidelines to estimate possible negative 

effects and suggest interventions for remediation.  
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Introduction 

Deception as a research paradigm is a much debated 

topic in psychology (but also in other fields such as 

economics)[4]. It is employed whenever there is a 

reason to assume that knowledge about the intention 

or goal of a study might bias participants’ behavior 

and/or self-reports of attitudes and behavior. Deception 

has been shown to be a useful tool to gain scientific 

knowledge while maintaining the validity of results. 

Probably the most well-known example is the ‘Milgram 

experiment’ [11], where participants were told the 

experiment was about the influence of punishment on 

learning success, whereas the real intention was to 

study the impact of authority on compliance. 

Deception in HCI has been mainly discussed from an 

interaction perspective, when an interaction is 

deliberately designed to deceive the user, e.g. showing 

progress bars to cover system delays [14]. What is 

missing is a discussion of deception and related ethical 

consequences for HCI studies, for example, how 

deception affects the emotional and social well-being of 

participants.  

HCI for information security is a hot topic for modern 

organizations, especially when it comes to data threats 

caused by phishing mails: as a recent PwC survey1 

shows, employees’ low awareness and lack of 

                                                 
1 http://www.pwc.com/gx/en/issues/cyber-security/information-

security-survey.html 

knowledge is still the largest threat to security in 

organizations. As a consequence, a notable number of 

phishing studies focusing on users have been 

conducted. Phishing studies investigate which factors 

in- or decrease an individual’s susceptibility to fall for 

scam messages2, what characteristics constitute a 

successful phishing message, and which interventions 

can prevent phishing. To estimate a person’s 

susceptibility to fall for phishing or evaluate the efficacy 

of phishing interventions in a valid way, researchers 

send phishing messages to participants and register the 

responses (e.g., clicking on links, disclosure of 

information) to that message.  

Results of phishing studies are heavily biased when 

participants know that they will be phished [2,7,8,13], 

thus deception is an important tool [5] for phishing 

research. Phishing studies are also relevant and 

common outside academia, where they are performed 

as part of organizational penetration testing, with 

commercial software allowing automated tests of 

employees’ vulnerability to fall for phishing (e.g. with 

Wombat Security3). 

Deception has severe ethical implications. Several 

bodies and institutions published guidelines and best 

practices (e.g., European Commission [18], American 

Psychological Association [1]) that suggest what to 

consider and how to proceed before, within, and after 

studies in which the use of deception is justified. Ethical 

guidelines require researchers to asses if there is any 

harm to the physical and mental well-being of study 

                                                 
2 mostly via email, but also possible via social media or instant 

messaging services 

3 https://www.wombatsecurity.com/ 



 

participants (before they conduct the study) [7]. Yet in 

most cases, researchers don’t have any empirical basis 

to estimate possible harm and rely on anecdotal 

evidence or simply ‘guessing’. 

Concerning possible harm to participants, only few 

studies have investigated and discussed effects of 

participating in experiments and studies involving 

deception in general [3,6,12,15,17], and even fewer 

investigated possible effects of participating in phishing 

studies [10]. Results from studies with student or 

children samples in non-organizational contexts [12,15] 

can be transferred only partly to organizational 

phishing studies. We argue that organizations have to 

be considered as a special and socially sensitive 

context: it is possible that participation (and 

‘performance’) in phishing studies can have severe 

consequences regarding organizational and social 

climate (e.g., climate of ‘mistrust’). This could be 

caused by the fear of participants that they face 

negative consequences when their ´performance´ 

should get public. A consequence could thus be a 

negatively affected organizational climate. 

Additionally, guidelines on how to set up deception 

[1,18] and phishing experiments [7] need further 

substantiation and specification as well as empirical 

grounding to be valid.  

Research Questions 

There is a lack of empirical data on the consequences 

of using deception in organizational phishing studies. 

We close this research gap and investigate the 

following research questions: 

1. What is the emotional (mood) and social (in terms 

of ‘suspiciousness’) impact of participating in a 

phishing study? 

2. How does this impact depend on falling for 

phishing? 

3. Are there any educational effects of participating in 

such a study? 

4. If there is significant (negative) emotional or social 

impact on participants: which interventions can 

successfully remedy those negative impacts? 

Previous Work 

Several studies have investigated the effects and 

perceptions of participating in social psychology 

experiments involving deception: Boynton et al. [3] 

conducted a laboratory experiment with students and 

found that when an experimenter behaved 

unprofessionally, participants experienced negative 

emotions. Epley and Huff [6] replicated a standard 

psychology experiment and found little negative effects 

caused by the deception itself, but significant negative 

impact from receiving false negative feedback on 

performing tasks. Smith and Richardson [15] found 

that undergraduate students who participated in 

deception psychology experiments indicated a more 

positive experience than those who had not been 

deceived. Noel et al. [12] investigated the perception of 

deception in pediatric research roughly two years after 

participation and came to the result that the children 

experienced the deception experiment as positive. 

Another study on the effect of deception in studies with 

children showed that they generally perceived 

participating in an experiment involving deception as 

positive [17].  



 

However, these results cannot be directly transferred to 

phishing studies in organizational ‘real world’ 

environments which provide an entirely different 

context and rely on different kinds of participants. 

While the aforementioned studies (focusing on 

deception, not on phishing) were conducted with 

students or children in laboratory environments, field 

studies conducted in an organizational setting need to 

consider the individual and social effects and possible 

repercussions when results of the phishing studies 

become available to the participants, their colleagues or 

their employers.  

There is little information regarding the effect of 

deception in phishing studies. Jagatic et al. [10] 

conducted a phishing experiment with students in 

which they set up an online forum to collect participant 

responses after being phished: some were angry, all of 

them denied that they themselves fell for the attack, 

some misunderstood the experimental setting and most 

misunderstood how the researchers were able to tailor 

the messages to their context4. While this provides a 

first insight into effects of phishing, a more structured 

and controlled way to collect reliable data is needed. 

Method 

In our planned study, we will answer the research 

questions outlined above by setting up a large scale 

eMail phishing study in various organizations. 

Employees (n=1000) will be recruited from a market 

research panel that advertises a long-term study on 

‘the use of ICT at the workplace’. This (fake) market 

research study is the deceptive element in the actual 

phishing study. We set up this deceptive element to 

                                                 
4 Researchers harvested this data from social network sites 

ensure that participants do not know about the real 

intention of the study from the beginning. We use a 

double informed consent approach: a first consent will 

be administered when participants register for the 

market research panel and agree to participate in the 

‘ICT at the workplace’ research study. This first consent 

will not include information about the use of phishing 

messages in the study. After registering on the 

platform, participants will receive an online survey in 

which they will be asked about attitudes towards and 

use of information and communication technologies at 

the workplace.  

Three months after taking this survey, participants will 

receive a phishing message via email. The phishing 

message will be contextualized to their company and 

include a link. If participants ‘fall for the phish’ and click 

on the link, they will be forwarded to a Web site which 

provides debriefing and full disclosure of the goal of the 

study. It also contains a second, full informed consent 

which allows participants to withdraw from the study. If 

participants do not ‘fall for the phish’ (i.e., do not click 

on the link), they will receive a separate mail5 

containing the debriefing, disclosure and second 

informed consent. 

Participants who do not withdraw from the study will 

proceed to the part of the study where we collect the 

data to answer the research questions.  

After being ‘phished’ (or being informed about the 

phishing via mail), participants will immediately be 

prompted with an online questionnaire in which we will 

                                                 
5 The email will be sent out three days after the phish was sent 

out, to allow them enough time to read the phishing mail. 



 

ask them about their experience of the deception in the 

study and how they expect to be affected by the study 

in the next months. This includes both, their emotional 

well-being, but also how they react to mails in daily 

working life (e.g. ´overly suspicious´). We will include 

standardized indicators of emotional experience, such 

as PANAS (positive and negative affect schedule) [16]. 

After one month and after two months, participants will 

receive further questionnaires in which they will be 

asked how the study actually affected their emotional 

well-being and how their attitudes towards emails 

changed (RQ1,2). Additionally, they will indicate if 

participating in the study educated them about phishing 

(RQ3).  

About one month after participating in the phishing 

study, we will employ problem-centric interviews to get 

a deeper understanding of participants’ feelings and 

thoughts about the study. We will also conduct focus 

groups, which will especially be used to study the social 

dynamics and consequences of the phishing study. We 

will make use of the group dynamics in the focus 

groups that arise by including both, employees who fell 

for the phish and employees who did not. Additionally, 

interviews and focus groups will be mainly used to 

inform the design of the interventions (RQ4). 

We chose a mixed methods approach, in which we 

combine quantitative surveys with all participants 

(n=1000) and qualitative methods such as interviews 

(~n=30) and a minimum of two focus groups (with 

each ~n=6) with a subset of the full sample. As this 

research topic in this special context is still 

underexplored and as we aim at gaining deep insights 

into feelings and perceptions of participants, our 

method will be guided by grounded theory [9]. 

Expected Results and Impact 

We expect to establish an empirical grounding for 

researchers and practitioners to estimate the 

emotional, social and educational impact of 

organizational phishing studies on employees. This 

grounding should serve as a solid basis for ethical 

considerations of the ´pros´ and ´cons´ of phishing 

studies and could potentially feed into existing 

guidelines (e.g., APA or the European Commission) on 

how to justify the use of deception in organizational 

phishing studies. 

Furthermore, we will establish empirically-grounded 

suggestions on measures that should be taken after 

performing a phishing study in an organization. These 

guidelines will include interventions that could remedy 

possible negative effects from participating in phishing 

studies. In future work, we plan to evaluate the 

effectiveness of these interventions in randomized 

controlled trials. 

In the long term, we would like to contribute by 

stimulating ethical discussions of deception as a 

method in HCI studies in general and specifically in 

organizational security studies. 
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